EXPERIMENT-1

Objective: Introduction and installation of cisco packet tracer and wireshark

Resources Reqruired: PC/Laptop , cisco packet tracer setup, wireshark software

Theory:

Packet Tracer is a protocol simulator developed by Dennis Frezzo and his team at Cisco Systems.
Packet Tracer (PT) is a powerful and dynamic tool that displays the various protocols used in
networking, in either Real Time or Simulation mode. This includes layer 2 protocols such as Ethernet
and PPP, layer 3 protocols such as IP, ICMP, and ARP, and layer 4 protocols such as TCP and UDP.
Routing protocols can also be traced.

Cisco Packet Tracer is Cisco's simulation software. It can be used to create complicated network
typologies, as well as to test and simulate abstract networking concepts. It acts as a playground for you
to explore networking and the experience is very close to what you see in computer networks. Packet

Tracer allows users to drag and drop routers, switches, and other network devices to create simulated

network topologies.

Key Features:

X Unlimited devices

> E-learning

> Customize single/multi user activities
X Interactive Environment

X Visualizing Networks

< Real-time mode and Simulation mode

o Self-paced

X Supports majority of networking protocols
X International language support
> Cross platform compatibility

Wireshark is a network protocol analyzer, or an application that captures packets from a network
connection, such as from your computer to your home office or the internet. Packet is the name given
to a discrete unit of data in a typical Ethernet network. Wireshark does three things:
1.Packet Capture: Wireshark listens to a network connection in real time and then grabs entire
streams of traffic — quite possibly tens of thousands of packets at a time.

2.Filtering: Wireshark is capable of slicing and dicing all of this random live data using filters. By



applying a filter, you can obtain just the information you need to see. 3.Visualization: Wireshark, like
any good packet sniffer, allows you to dive right into the very middle of a network packet. It also
allows you to visualize entire conversations and network streams.

Procedure:-

STEP 1 -

After Cisco Packet Tracer download, click on the downloaded exe file. Once below Window will
appear, click the “Next” option

STEP 2 —

On the next screen, select “I accept the agreement” and click on “Next”.

STEP 3-Setup will show the folder in which the program’s shortcuts will be created. If you want to

change the folder, you can change it. Click on “Next”.

Select Destination Location
Where should Cisco Packet Tracer be installed?

l Setup will install Cisco Packet Tracer into the following folder.

To continue. click Next. if you would like to select a different folder, click Browse.
“\Program Files"Packet Tracer | Browse... I

At least 139.3 MB of free disk space is required.

STEP 4- Then the program will ask whether to create a Desktop icon and create a Quick Launch icon.

Make your choice and click on “Next”.



Select Additional Tasks
Which additional tasks should be perfformed?

Select the additional tasks you would like Setup to perform while installing Cisco Packet
Tracer, then click Next.

Additional icons:

Create a desktop icon

[7] Create a Quick Launch icon

[ <Back |[ Ned> ] [ cance |

STEP 5-The summary of the settings we selected is displayed. Click on “Install”.

STEP 6-The cisco packet tracer installation starts as shown below.

Installing
Please wait while Setup installs Cisco Packet Tracer on your computer. ((_ o

Extracting files...
C:\Program Files\Packet Tracer 5.x\bin\Packet Tracerbx.exe

- . J

STEP 7-

Cisco packet tracer Installation gets completed and the below screen is shown. Click on “Finish”.Click
“OK” on next popup asking you to close or restart your computer.

STEP 8- Packet Tracer is installed and ready to be used.

STEPS FOR DOWNLOADING WIRESHARK SOFTWARE:

Step 1: visit the official Wireshark website in any web browser



NEWS  Get Acquainted Get Hel Develo SharkFest
WIRESHARK erAcq Y € pr elop »

Download Go Beyond

Get Started Now ] With SharkFest Sponsors

Step 2: Click on download, a new webpage will open with different installers of wireshark.

= @ wireshark.org/#

N o G
WIRESHARK
Download Wireshark

The current stable release of Wireshark is 3.6.0.

Stable Release (3.6.0) = MNovember 22, 2021

Windows Installer {(64-bit)
Windows Installer (32-bit)
Windows PortableApps® (64-bit)
Windows PortableApps® (32-bit)
macOsS Arm 64-bit .dmg

macOs Intel 64-bit .dmg

Source Code

Step 3: Downloading of the executable file will start shortly. It is a small 73.69 Mb file that will take
some time

Step 4: Now check for the executable file in downloads in your system and run it.

Step 5: It will prompt confirmation to make changes to your system. Clicl on yes.

Step 6: Setup screen will appear, click on Next.



Ty
& Wireshark 3.6.0 64-bit Setup

Welcome to Wireshark 3.6.0 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Befare starting the installation, make sure Wireshark is not
running.

Click 'Mext’ to continue.

Step 7: the next screen will be of License Agreement, click on Noted.
Step 8: This is for choosing components, all components are already marked so don’t change anything

just click on the Next button.

4 Wireshark 3.6.0 64-bit Setup =R

Choose Components
Choose which features of Wireshark 3.6.0 64-bit you want to install.

The following components are available for installation.

Select components to install: - [#] wireshark

TShark
Plugins & Extensions
+] Tools
Documentation

Descripton
Space required: 223.4 MB

[re——

[

Step 9: This screen is of choosing shortcuts like start menu or desktop icon along with file extensions

which can be intercepted by wireshark, tick all boxes and click on Next button.

Step 10:The next screen will be of installing location so choose the drive which will have sufficient
memory space for installation. It needed only a memory space of 223.4 MB.

Step 11: Next screen has an option to install Npcap which is used with Wireshark to capture packets
pcapmeans packet capture so the install option is already checked don’t change anything and click the

next button.
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Step 12: Next screen is about USB network capturing so it is one’s choice to use it or not, click on

Install.
Step 13: After this installation process will start.
Step 14: This installation will prompt for Npcap installation as already checked so the license

agreement of Npcap will appear to click on the 7 Agree button.

Flease wait while Wireshark 3.56.0 64-bit is being installed. ‘

Execute: "C:\Program Files\Wiresharkynpcap-1.55.exe” fwinpcap_mode =no floopback_suppor

Press Page Down to see the rest of the agreement.

MNPCAP COPYRIGHT f EMD USER LICEMSE AGREEMENT (|

Mpcap is a Windows packet sniffing driver and library and is copyright
{c) 2013-2021 by Insecure.Com LLC {"The Mmap Project™). All rights

reserved.

Ewven though Mpcap source code is publicly available for review, itis
not open source software and may not be redistributed without specdial
permission from the Mmap Project. The standard wversion is also

limited to installation on five systems. We fund the Mpcap project by

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Mpcap 1.55.

Mullsaft Install System «3.07

[ I Agree ] [ Cancel ]

Step 15: Next screen is about different installing options of npcap, don’t do anything click on Install.

In=stalling
Please wait while Wireshark 3.6.0 64-bit is being installed. ‘

Execute: "C:\Program Files\Wireshark\npcap-1.55.exe” fwinpcap_mode =no floopbacdck_suppor

Installation Options
Flease review the following options before installing Mpcap 1.55

[] Restrict Mpcap driver's access to Administrators only
[ support raw 802. 11 traffic {and monitor mode) for wireless adapters

[ Install Mpcap in WinPcap API-compatible Mode

If a previous installation of Mpcap 1. 55 failed, you may need to install an older driver

[] tnstall alder Mpcap 1.31 driver

Mullsoft Install Syskem »3.07

Step 16: After this installation process will start which will take only a minute.



Step 17: After this installation process will complete click on the Next button.

Step 18: Click on Finish after the installation process is complete.

Wireshark 3.6.0 64-bit Setup

‘I.I Installimg
Please wait while Wireshark Z.6.0 649-bit is being installed. ‘

Execute: "C:Wrogram FilesWwiresharknpcap-1.55.exe” fwinpcap_mode =no floopback__suppor

N— |
|
(57 Mpcap 1.55 Setup =
Finished
= Thank yvou for installing Npcap
MMAE. ORG
Mpcap has been installed on your computer.
Click Finmish to dose this wizard.

Step 19: After this installation process of Wireshark will complete click on the Next button.

Step 20: Click on Finish after the installation process of Wireshark is complete

Completing Wireshark 3.6.0 64-bit
Setup

Wireshark 3.6.0 54-bit has been installed on your computer.

Click Finish to dose Setup.

[ sShow MNews

Conclusion:

We have learnt installation of cisco packet tracer and wire shark.
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